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What is GRC ?
Governance , Risk & Compliance

1. Governance is the combination of processes and structures implemented by the board to
inform, direct, manage, and monitor the activities of the organization toward the achievement of
its objectives.

[0 Corporate governance can be influenced by:

1- Internal mechanism: corporate charter, bylaws, board and internal audit.

2- External mechanism: laws and regulations

« 2. Risk: is a process to identify, assess, manage, and control potential risks or situations to
provide reasonable assurance regarding the achievement of the organization’s objectives.

« 3.Compliance: is the act of obeying a low or a rule one that controls a particular industry,
country or type of work.



What is OCEG?

OCEG is a global, nonprofit
organization and institution since
2002 They inform, empower, and
help advance 100,000 members
on governance, risk management,
and compliance (GRC).

What is GRCP?
Governance, Risk & Compliance

Professional Certificate accredited
from OCEG — USA

What is GRCA?
Governance, Risk & Compliance

Audit Certificate accredited from
OCEG — USA
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(J GRCA Induction

1. Course Goal:
Help learners understand how to provide assurance

Cover key concepts, definitions, and methodology before diving
into assurance practice.

2. Target Audience:

Useful for both beginners and experienced professionals (e.g.,
internal auditors) with assurance experience.

Approach may differ from other certifications or previous
experiences.

3. What is Assurance?:

Assurance aims to build confidence among stakeholders (e.g., board
of directors).

Ensures risks are managed to achieve objectives, fulfill regulatory
responsibilities, and improve principled performance.




4. Key Definitions:
- Monitoring: Ongoing process to assess effectiveness, efficiency, responsiveness, and resilience within the GRC framework.

- Assurance: Objective and competent evaluation of a subject matter, ensuring evaluation is free from bias.
- Competence: Ability to use professional techniques to evaluate subject matter effectively.

* Assurance Principles:

Objectivity: Assurance providers must be impartial, independent, and free from undue pressure, both internal and external.
Competence: Assurance providers must have the necessary skills and capabilities to evaluate a subject matter properly.

* Assurance Evaluation:

- Objective and competent evaluations are made by comparing the subject matter against criteria (e.g., standards, best
practices, or risk-based benchmarks).

- Assurance Assessment:
Assurance assessments involve evaluating areas through a structured process.

Key tasks include:

Determining objectives, criteria, and scope.



Not All Assessments Require the Highest Level

e Assessments vary based on the degree of confidence or assurance required.

e Levels of assurance (high, medium, low) are purposefully chosen depending
on the needs of the information consumer.

Key Concepts in Assurance

e Objectivity:
2 Level of assurance * Freedom from bias, ability to state findings as observed.

- e Competence:
Understan d.l ng Levels of e Professionalism and use of structured, sophisticated techniques.
Assurance In Assessments

* Higher levels of assurance require both greater objectivity and competence.

No Absolute Assurance

¢ Reasonable Assurance:

¢ Indicates subject matter conforms to criteria and is free from material
errors.

e Cannot provide 100% assurance unless scope is highly restricted.
e Limited Assurance:

e Commonly used; identifies findings, non-conformance, or improvement
areas without full confidence.

e Low Assurance:
* Provides minimal confidence and is typically less reliable.



Examples of Assurance Levels

- High Level: Financial audits conducted by Big Four
firms with rigorous methods.

- Medium Level: Reviews or compilations by
first/second line of accountability.

- Low Level: Self-assessments, often complementing
higher assurance processes.

Balancing Competence, Objectivity, and Costs
Higher objectivity and competence often result in
higher costs.

Determined by the requester’s needs (e.g., board of
directors, senior management).

Criteria for High-Level Assurance

Use of skilled personnel, often requiring higher pay.
Structural measures for objectivity (e.g.,
independence charters, tone at the top).

Reporting to senior management or boards (e.g.,
Chief Audit Executive reporting directly to the
board).

More frequent reviews of high-risk areas (e.g.,
annually versus every three years for low-risk areas).
Formal criteria like 1SO standards or formal
statistical techniques (e.g., confidence intervals, error
analysis).
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Communication and Follow-Up

e Reporting at higher levels of the organization (e.g., board-
level communication).

e Stronger follow-up mechanisms for actions and controls.

e Better documentation ensures accuracy and reliability of
results.

Practical Examples of Assurance Types

e Low Competence & Objectivity:
* A manager benchmarking using advice from friends.
e Moderate Competence & Objectivity:
* An assessment by a manager using industry standards.
e Higher Competence & Objectivity:
* A review by an internal auditor using industry standards.
e Highest Competence & Objectivity:

* An examination by an external auditor using formal
standards.



Interdependence of Assurance Levels

e Informal assessments are quicker and continuous but lack rigor.

* More formal assessments provide reliability and are performed less
frequently.

¢ A combination of assurance levels ensures comprehensive oversight.

Factors Influencing Assurance Level Choice

The criticality of the area (e.g., key markets or high-risk
areas).

Resource availability and stakeholder requirements.

Balancing rigor, independence, and frequency to align
with organizational priorities.




GRC Assuarance

Concepts of Independence and Objectivity

Purpose of Independence

Independence ensures that an assurance function can operate without bias.

It enables assessors to make objective observations without external pressures.

Organizational Independence

Independence is typically tied to the function, not individuals.
Structures and reporting lines are critical for maintaining independence.
Examples include:

Internal audit reporting to an audit committee.

Risk management reporting to a risk committee or audit committee.
Compliance functions reporting to compliance board.

Importance of Reporting Lines

Reporting to neutral or higher-level committees promotes independence.
Direct reporting to operational managers may hinder independence.
Independence reduces fear of repercussions for objective assessments.

Promoting Objectivity

Independence in function supports objectivity of individual assessors.

Without independence, assessors may:

Fear for their job security.

Feel pressured by managers influencing their promotion, remuneration, or dismissal.



Achieve

Independence

Independence and Objectivity Assumptions

* Assume that assessors with compromised independence (in appearance or fact)
are less able to be objective.

* Threats to independence reduce the reliability of assessment outcomes.

Two Dimensions of Independence

¢ Independence in Appearance:

* Policies and safeguards exist on paper to ensure independence.
¢ Independence in Fact:

» Assessors feel genuinely free to act without pressure or bias.

Potential Challenges
¢ Policies may exist but not be enforced in practice, affecting independence in
fact.

¢ Informal independence might occur where management respects boundaries
but lacks formal documentation.

Key Requirements for Effective Assurance

* Both independence in appearance and in fact are essential.
e If either is missing, objective opinions cannot be guaranteed.

Ensuring Independence of the Assurance Function

e Clear policies and procedures should be in place and respected.

e Safeguards should be actively practiced to protect assessors from undue
influence.

* The entire assurance function, not just individuals, must be independent.




Part 1
Maturity Assessment

Concepts of Independence and Objectivity

* Independence enables a function, not just an individual, to provide assurance without bias.
e Structures are established to promote unbiased assessments, allowing assessors to make objective observations.

Organizational Independence

e Independence is ensured through specific structural characteristics, such as:

¢ Reporting Lines: Functions like internal audit, risk management, or compliance report to independent bodies (e.g., audit
committee, risk committee, compliance board).

e This arrangement reduces fear of repercussions for objective assessments.

Examples of Reporting Structures

¢ Internal Audit: Reports to an audit committee.
e Risk Management: Reports to a risk or audit committee.
e Compliance Function: Reports to a compliance board.

Impact of Independence on Objectivity

* Independence mitigates the influence of managerial power on assessors.
e Lack of independence can lead to fear of negative consequences (e.g., losing a job or promotion), compromising objectivity.




Assumptions About Impediments to Objectivity

® Assessors whose remuneration, promotion, or dismissal is linked to their
observations may be less objective.

e Such links, whether apparent or real, threaten the independence and reliability of
their assessments.

Independence in Appearance vs. Independence in Fact

e Independence in Appearance:
e Reflected in written policies and procedures.
e May not always translate into practice.
¢ Independence in Fact:
* Assessors operate without pressure to compromise objectivity.
* Independence is practiced even if policies are not formally documented.

Threats to Objectivity and Independence

e Policies alone cannot ensure independence if management does not respect or
adhere to them.

e Conversely, practical independence without formal policies may still allow
objectivity.

Importance of Independence for Objective Assurance

* The assurance function must be independent as a whole to provide unbiased and
reliable opinions.




Part 1: Effective Assessment

Definition of Effectiveness Assessments

Majority of audits and assessments focus on evaluating both the design effectiveness and operating effectiveness of
operations.

These assessments examine how well actions and controls align with organizational goals, as well as their real -world
application.

Design Effectiveness
Evaluates whether controls and actions are logically designed to address:
o Objectives, opportunities, obstacles, and obligations of the organization.
Considers both the internal and external contexts.
Focuses on theoretical soundness: Are the controls designed to withstand organizational conditions?

Operating Effectiveness
Examines how controls and actions function in daily operations.
Seeks evidence that they operate as intended in practice.
Employs substantive testing to assess the substance of operations and judge their effectiveness.



BN - Assessment Table Analysis

e Bad Design + Bad Operating Effectiveness:

e Leads to chaos due to incorrect or non-existent policies, procedures, or
operations.

e Even undocumented processes might serve as a reference for the design,
but if both design and operations fail, the risk level is very high.

o Effective Design + Ineffective Operations:

e Referred to as "gullible," where the design is sound, but operations fail to
follow it.

¢ Indicates that management may assume functionality based solely on
design without verifying practical implementation.

B - Testing Methods

e Substantive testing is employed to validate both the design and operating
effectiveness of the assessed area.

e Ensures that practical applications align with documented processes and
organizational goals.

s Risk Implications

* Areas with bad design and operations represent significant risk.

e Even with sound design, failure in operational effectiveness can undermine
organizational objectives and increase vulnerabilities.




Part 1 : performance
assessment using total

Purpose of the Assessment

* Focuses on evaluating elements of the GRC Capability Model based on specific
performance criteria.

® Assesses whether elements are:
o Efficient Effective Responsive Resilient

- Performance Criteria Overview

e The model includes concepts such as:
e Effective and Sound Efficient and Lean
* Responsive and Agile Resilient and Anti-Fragile

performance model :

- Detailed Analysis of Performance Criteria

e Effective and Sound:
e Controls and actions are logically and properly designed.
e Operations function effectively in practice.
¢ Efficient and Lean:
¢ The right amount of effort and resources is applied.
¢ Minimal wasted effort or expense is observed.
* Responsive and Agile:
* The organization reacts quickly to changes in the internal and external environments.
¢ Includes adaptability to both positive and negative changes.
¢ Resilient and Anti-Fragile:
* The organization can withstand or recover quickly from adverse conditions.

It may even become stronger or more robust after such conditions




Key Components of the Total
Performance Model

- Financial Performance : Revenue growth, profitability

- Operational performance :Effeicency,quality of service,
innovation

- Employee performance : engagement & motivation
,Skills development, productivity

- Customer Satisfaction and Experience : Customer
Feedback, Loyalty and Retention

Net Promoter Score (NPS): A metric that gauges the
likelihood of customers recommending the company's
products or services.

- Strategic Alignment : Goal Achievement , Long-term
Planning and Sustainability

- Leadership and Governance : Leadership
Effectiveness , Corporate Governance

- Risk Management : Risk Assessment , Mitigation and
Response

- Social and Environmental Impact : Corporate Social
Responsibility (CSR)



Assessing L1 External Context:

If it is effective and sound, the
controls over the external context are

well-designed and operate effectively.

Other criteria, such as efficiency,
responsiveness, and resilience, are
similarly evaluated to ensure robust
performance.

e Overall Goal

To ensure all elements of the GRC
Capability Model contribute to an
organization's ability to perform
optimally under varying conditions.

Part 1: types of assurance assessments

e Definition of Engagements

Engagements are formal assignments with a defined start and
end.

Aim to provide a higher level of assurance, objectivity, and
competence.

Typically include well-defined reporting requirements.

e Examples of Engagements

External Audits: Evaluate financial statements for accuracy
and fairness.

Internal Audits: Focus on internal processes and controls,
conducted periodically.

Post-Project Evaluations: Assess project performance and
identify improvements.

Full Inventory Counts: Comprehensive stock reviews, often
annual but can vary.

Full Population Product Quality Testing: Extensive testing
of all products.



Assessments Classification
Engagement-Type Assessments: Formal projects
with defined timelines (e.g., external audits).

Periodic Assessments: Conducted at regular
intervals (e.g., quarterly or annually).

Continuous Assessments: Performed frequently,
though not necessarily in real-time (e.g., daily or
quarterly).

e Graphical Representation

Formality vs. Frequency:

External audits are highly formal and engagement-
based.

Internal audits are also formal but can occur more
frequently.

Post-project evaluations are less formal and
engagement-based.

Full inventory counts may vary in frequency and
formality.

Continuous assessments (e.g., automated exception
reporting) are frequent but less formal.

Informal Assessments
Examples include:
o Partial inventory counts (sample-based stock reviews).
o Sample-based product or service quality testing.

o  Satisfaction surveys (informal, mood-based feedback
tools).

e Continuous and Real-Time Assessments
Continuous assessments might include:
o Embedded modules.
o Automated exception reporting.
o Continuous testing mechanisms.
These are frequent but not necessarily real-time.
e Relationship Between Formality and Cost
Higher formality typically correlates with increased cost.

Informal assessments, while more frequent, are generally less
expensive.



Part 1: assurance risk equation
( need case study & practical guide)
AR=(IR*CR) * NDR

- AR=IR x CR x ND

IR x CR: Represents the risk of meaningful misunderstanding or residual risk.
If this value is high, additional efforts are required to reduce AR.

ND: Must be minimized to achieve acceptable AR levels.

- Mitigating Assurance Risk

Increase resources (e.g., more auditors or assurance professionals) to lower non-detection risk.
Strengthen controls to reduce control risk.

Address inherent risks through targeted assurance efforts.

- Inherent Risk:
A client operates in a high-risk jurisdiction with weak anti-money laundering (AML) checks.

- Control Risk:
Internal controls over the transaction may be poorly designed or improperly executed.
Weak controls require increased assurance efforts.

- Non-Detection Risk:
Higher auditor involvement reduces the chance of missing fraudulent transactions.

- Overall Goal:
To identify and mitigate high-risk, high-impact transactions that might bypass controls and cause
significant problems.

Key Insight
High inherent and control risks require more effort and resources to reduce non-detection risk,
thereby lowering overall assurance risk to an acceptable level.



Different Procedures for Different Stages of Assessment:

e Preliminary Risk Assessment:
e Inquiry: Discuss with individuals about how processes are functioning.

¢ Inspect Information: Review documents such as RACI templates and job
description templates.

e Analytics: Use high-level analytical procedures, like analyzing the percentage of
critical roles in information security (InfoSec).

- Control Testing and Design Effectiveness:

e Inquiry: Ask personnel about the design process, such as RACI and job description

what are ways

* Focus on understanding the process rather than assuming the design on paper is

tO ath e r effective.
g e Confirmation: Confirm with third parties that templates are user-friendly.

= f? ¢ Inspect Information: Examine templates to ensure they are complete and adhere
eVI d e n Ce . to best practices.

* Observation: Watch security staff use templates or have staff use templates to
assess their effectiveness.

Operating Effectiveness (Transaction Level Testing):

e Gather Samples: Collect real samples of RACI matrices and job descriptions in use.

e Evaluate whether job responsibilities, like simple from accounting, are clearly
defined within the RACI matrix.

e Select samples (e.g., 30 job descriptions) for detailed evaluation.

e Analytics: Use sample data to gain insights about the overall population’s
performance, using both tests of details and substantive analytical procedures.

» Test of Details: Inspect individual pieces of information for accuracy.

e Substantive Analytical Procedures: Utilize analytics to gain insights into the overall
population of job descriptions.




Part 2 A: work flow of assessment

e Involves planning, preparation,
fieldwork, reporting,

communication, and monitoring.

e Steps in the process: planning -
preparation - fieldwork -
reporting - monitoring.

e Assurance Plan: Approved by
relevant stakeholders (e.g., audit
committee) before the
assessment starts.

* Scope and Objectives: Defined
for the assessment.

* Resource Planning: Resources
required for the assessment are
planned and allocated.

e Preliminary Research: Conduct
initial research even in familiar
areas to understand the risks
and changes.

e Techniques: Inquiry,
observation, review of new
documents.

¢ Kickoff Meeting: Notify the
departments involved about the
assessment.

* Preliminary scope and
objectives are shared and
confirmed.

e Scope Adjustment: Based on
initial discussions and research,
adjust the scope if needed.

e Overview Meeting: First
meeting to understand the
entire function or area being
assessed.

e Risk Assessment: Identify
inherent risks (potential
problems) and controls over
those risks (residual risks).

e This helps focus on areas of
higher concern.

e Work Program: Based on the
risk assessment, create a work
program that details the tasks
and tests to be performed.

e Risk Control Matrix: This
document shows the risks and
corresponding controls to
ensure objectives are met.



Fieldwork Stage:

¢ Control Design Assessment: Evaluate how controls should work according to policies and procedures.

¢ Documentation Collection: Gather initial documentation like lists and procedures (not detailed transactional documents yet).
¢ Tests of Detail: Perform detailed reviews of specific transactions, such as journal entries and invoices.

¢ Control Effectiveness Assessment: Evaluate how well controls are functioning in practice.

e Working Papers: Document findings, both positive and negative, during the assessment.

¢ Preliminary Report: Draft a preliminary report based on the findings and confirm with relevant people.

Action Plan:

¢ Action Plan Development: Outline actions to reduce or eliminate risks identified in the assessment.
¢ Action Owner Confirmation: Confirm with the action owner that they will implement the actions to address the risks.
¢ Final Report: Finalize the report after confirming with stakeholders.

Reporting:

¢ Full Report Distribution: Distribute the full report to stakeholders (e.g., audit committee, board, management).
e Extracts of Report: Provide key findings to relevant personnel, ensuring confidentiality when necessary.

Monitoring Stage:

¢ Follow-Up: Typically done after 3, 6, or 9 months to verify if risks have been mitigated or eliminated.
» Verification: Check if the issues (e.g., meeting deadlines) have been resolved.

¢ Action Plan Update: If risks persist, update the action plan and report findings accordingly.

¢ Database Update: Track the progress of the action plan and provide updates as needed.

These steps ensure that the assessment process is thorough, structured, and that risks are effectively managed

throughout the cycle.




Part 2 : Collecting And Documenting Assessment
Information

e Assessment \Working Papers:
e Key document: Work Program.
e Lists procedures to follow during the assessment, tailored for each assessment to meet objectives.
e Covers tests from design testing to operating effectiveness to address risks in achieving department objectives.

e Risk Control Matrix:
e Structured tool to understand objectives, risks, and controls within a department or company.
e Helps ensure all steps are performed, mitigates risks, and documents the thought process.
e Assists in assigning responsibilities within a team and facilitates reviews.

e Steps in Using a Risk Control Matrix:

¢ |dentify objectives of each area (e.g., product creation, quality, on-time delivery).
Document inherent risks related to operations (before considering controls).
Describe potential risks (e.g., risk of quality issues or not meeting deadlines).
Assess the design of controls (how they are supposed to work).
Evaluate operating effectiveness (how controls work in practice).
Draw conclusions based on assessments of design and operating effectiveness.



Example of Control Design and Operating Effectiveness:

e Control Design: Conclusion that the RACI matrix design overlooks segregation of duties.

e Operating Effectiveness: Noted that 20% of job descriptions have not been created yet, indicating issues with control
effectiveness.

* Collecting Assessment Information:

e Previous Assessment Data:
e Can be useful but may lead to complacency or outdated conclusions.

* Junior assessors may mistakenly replicate previous methods without considering if the situation has changed.
* The methodology from previous assessments might no longer be the best approach.



Techniques for Discovering Relevant Information:

@)

Walkthroughs:

Step-by-step description of tasks (e.g., "What do you do first, second,
third?").

Helps identify discrepancies between actual practice and written
procedures.

Observation:

Observing processes firsthand to understand how they work in
practice.

Inquiry:

Interviews with people involved in the process to gather insights and
understand how things are supposed to work.

A key part of any assessment.
Mapping:

Visual representation of processes to identify control gaps or
redundant controls.

Helps prioritize testing of higher risks.
Benchmarking:

Comparing current processes to best practices, standards, or external
benchmarks (e.g., policies, regulations).

Helps identify process gaps and potential areas for improvement.



Part 2 : Forms of assessment communication

Different Forms of Assessment Communication:
o Assessment findings can be communicated in various ways, not always through formal reports.
o  The formality of communication depends on the assessment's context, the audience, and the intended use of the information.

Importance of Multiple Communication Methods:
o Using multiple methods together is often the most effective way to communicate findings.
o Risk ratings (e.g., high, medium, low) help prioritize actions and highlight the most important observations.
Effective Action Plans:
o  Well-written observations and action plans are crucial for resolving issues.
o Collaborating with action owners and management is key to ensuring that identified issues are addressed.
Formal Reporting:
o A formal report contains all relevant information that stakeholders need to know.
Informal Communication Methods:
o Shared Issue Tracking Systems: An online or shared platform to track issues and ensure timely resolution, accessible to stakeholders.
o Formal Meeting Minutes: Meetings where observations are communicated, and actions are documented with deadlines for resolution.

o Informal Meetings: Informal meetings, like closing meetings, help discuss findings and agree on actions. They are essential for a complete
assessment communication strategy.

Value of Informal Communication:
o Infermal communication, such as casual meetings or discussions, plays a critical role in assessment processes.

o It should not:be.neglected and should complement more formal methods for comprehensive communication



Part 2 :GRC Assessment Procedures

* GRC Assessment Framework: The focus is on using the GRC assessment procedures to evaluate an organization or a part of it
based on the GRC capability model.

«  The procedures guide you through different steps of the model to assess any organizational area.

These procedures provide assurance on the assessed area.
* o Elements of the GRC Capability Model:
Element Number and Name: Start with Element L1, which focuses on the External Context.

Obstacles and Risks: A risk-based methodology is used. The risks described are examples, not exhaustive. Tailor them to your
organization's specific context.

* o Assessment Details:

Control Objectives: The goals for the assessed area of the GRC capability model are defined here. It also lists actions and
controls to mitigate the identified risks.



Review Procedures

These procedures help you assess the risks related to the control
objectives.

The procedures are not exhaustive but provide good examples to
guide the assessment process.

Tailor these procedures based on the objectives and specific risks
of the organization.

- Sources of Information:

This section lists examples of information sources you may
request from the organization being assessed.

It provides illustrative examples of the type of documents needed
and their content criteria.

. Assessment Column:

This column is left blank for you to complete based on your
assessment findings.

You can fill it out with observations such as “we reviewed this
area and identified improvements” or “controls are sufficient.”

- Summary:

The assessment framework helps ensure that your review
procedure is aligned with the objectives and risks identified.

It guides the collection of information and ensures thorough
documentation of the assessment findings.




Part 2 : Learn
1 external
context

Learn Component:

e The "Learn" component focuses on understanding the organization’s stakeholders, external
context, internal context, and culture.

e |t is essential for the rest of the GRC framework to consider these factors.

e L1: External Context
e L2: Internal Context
e L3: Culture

e L4: Stakeholders

* Focus on analyzing and understanding external factors that influence the organization.
* Assign responsibility to identify external influences on the organization’s areas.
e Ensure there are procedures in place to monitor and understand the external context.

Key Risks in External Context:

e Lack of proper understanding of external factors impacts strategy, policies, and procedures.
* Inadequate resources or authority for reviewing external factors is a risk.

e Failure to monitor changes in regulations and risks from the external environment can have
major impacts.

Control Objective:

* Ensure the external context is properly analyzed and documented.
e Documentation can include a risk inventory or risk matrix.
* SO standards require understanding the external context at the beginning of assessments.




1.

Processes to Understand Risks and Obligations:

Consider political, economic, social, technological, environmental, and legal factors (PASTEL framework).
Evaluate all sources of risks and obligations, including external influences from stakeholders like regulators, tax
authorities, shareholders, etc.

Second Control Objective:
Identify external factors influencing the organization using tools like SWOT analysis (particularly for threats and
opportunities) and stakeholder analysis.

Resource and Authority Allocation:

Assign resources and authority to individuals to monitor the external environment.

Risk management and compliance should conduct assessments to understand external risks and legal obligations.
Ensure departments have adequate time and resources to analyze the external context.

Review and Monitoring Procedures:

Monitor for gaps in resources and processes, using tools like exception reports, job descriptions, budgets, and
organizational charts.

Certain individuals (e.g., strategy department) should have responsibilities for monitoring external influences.



External Conext

AT 23 VIETLEENL Rc?gulatory Personnel Awareness: Documentation:
Context: Analysis:

* The external context is e Continuously assess e Ensure that all affected * Document all assessments,
dynamic and should be market changes, personnel are notified external influences, and
continuously monitored for competition, customer about changes in the monitoring processes to
changes. demands, and supply chain external environment and ensure compliance and

e Perform regular updates factors. the potential impacts. strategic alignment.
like a strategic risk e Ensure legal and regulatory ¢ Notifications about ® These documents should
assessment (at least yearly, developments affecting the significant changes should be used to inform strategy
or more frequently in fast- organization are well reach all relevant and ensure compliance
changing sectors). understood. employees. with the external

e Legal and regulatory environment.

surveillance should be
ongoing to stay compliant
with changes.



. :-: - . - .°.'. ' Aim: To understand how the organization is

: teeett e, : - structured and operates.

SR AR I_I_I Internal Context Element: Focus: Analyze internal strengths, weaknesses,
eee’ 0" .. plans, processes, people, and technologies

affecting operations.

Assign accountability to individuals with

o o authority and resources to improve internal
S%a Assignment of Responsibility: factors.
Ensure individuals have the ability and resources
to monitor and influence internal factors.

L2 Internal
context :

Ensure internal factors (e.g., policies, people,

Understanding and Documenting processes, technology, resources) are well

understood and documented.
Internal Factors: Use tools like risk matrices or inventories to

document these factors.

: . Recognize people or departments
SR 0% Identifying Sources of Internal within the organization influencing

Lttt "‘ Factors: internal factors (e.g., policies, data
el ST resources).




Influencing Internal Factors:

The organization should aim to influence its internal factors.
Use tools like SWOT analysis to assess strengths (to enhance) and weaknesses (to
mitigate).

Authority and Resources for Reviewing Internal Context:

Allocate authority and resources to individuals reviewing internal context.
Responsibilities should be included in key personnel job descriptions.

Resources should be planned and allocated through budgets and time allocations for
planning.

Review of Responsibilities and Resources:

Use organizational charts to ensure internal context responsibilities are properly assigned
across the organization.

A strategic department (if present) should understand the entire organization’s internal
factors.

Adjustments and Changes in Internal Context:

Take into account any significant changes in policies, people, processes, or technology when
assessing the internal context.

This includes mergers, acquisitions, and any other changes that affect the internal structure.

Notification of Significant Changes:

Notify relevant employees of major internal changes, such as leadership changes (e.g., a
new CTO).

Notifications can be communicated through emails from senior management (e.g., CEO).



L3 culture

Understanding an organization’s culture is
crucial but often overlooked. It forms the base
of the causal pyramid, with control environment
being foundational, and culture being a
significant component.

In the L3 culture element, the goal is to
analyze and understand the organization’s
culture, climate, and mindsets around
governance, assurance, performance
management, risk, and compliance.

Key components of analyzing culture:
1. Control Environment:

= Focus on governance culture, starting from the board of
directors and top stakeholders.

= Understand their attitudes, risk appetite, and how they
influence the organization’s strategy.

= Assess how top management and middle management
shape the organizational culture and adherence to
compliance.

2. Assurance Culture:

= Examine how effectively internal audits and other
assurance mechanisms are in place to judge efficiency,
effectiveness, and compliance.

= Evaluate whether internal audit operates independently
and objectively.

3. Performance Culture:

= Analyze how performance incentives can promote goal
achievement but also ensure that they don't push for
unethical outcomes.

4. Risk Culture:

= Assess how risk is identified, perceived, and managed
across the organization.

= Understand if there is a culture of proactive risk
management or if risks are neglected.



1. Compliance Culture:

Examine how the organization responds to compliance breaches and the
tone set at the top regarding compliance.

Assess openness to discussing and addressing compliance issues.

2. Ethical Environment:
Investigate if ethical breaches are reported and addressed appropriately.

3. Workforce Culture:

Evaluate workforce satisfaction, turnover rates, skill development, and
overall engagement.

Look for any signs of disengagement or dissatisfaction, which may
indicate underlying cultural issues.

Sensing Culture:

1. Develop systems to monitor shifts in culture and evaluate whether certain
parts of the culture need to be altered.

2. Use tools like policies, procedures, and training to influence and modify the
culture.



Obstacles and Risks in Cultural Domain:

* Resistance to Change in Leadership:

e Resistance to change at senior leadership or management level can hinder
progress and create outdated cultural practices.

¢ Inaccurate Assessment of Assurance and Risk Perception:

* Misjudging risk perception or assurance practices can lead to over-cautiousness
or aggressive behavior, both of which can harm the organization.

e Non-compliance with Ethical Standards and Regulations:
e Cultural factors may influence ethical lapses or regulatory non-compliance.
* Workforce Engagement:

* High turnover and disengagement can signal deeper issues in the organizational
culture.

¢ Difficulty in Assigning Accountability for Cultural Change:

e Lack of accountability for cultural issues, such as fraud or unethical behavior,
poses a risk.

¢ Challenges in Influencing Cultural Change:

* Moving an organization from a negative to a positive culture (e.g., from fraud
culture to a safety culture) is difficult.

* Inadequate Systems for Sensing Cultural Shifts:

e Without proper systems to assess cultural changes, organizations risk not
adapting in time.




Control Objectives for Cultural Analysis:

Governance Culture:
Analyze leadership engagement and behavior. Leadership communication sets the tone for the organization.
Use tools like employee surveys to assess governance culture.

Management and Performance Culture:
Review performance management systems and resource allocation strategies to detect cultural issues, such as unfair resource
distribution or problematic performance incentives.

Assurance and Risk Culture:
Assess if the organization’s assurance functions and risk management are adequately resourced and if there is a proper tone set at
the top.

Compliance and Ethical Culture:
Evaluate the organization's commitment to complying with laws, regulations, and ethical standards.
A strong compliance culture considers safety, legal issues, and getting things right.

Workforce Culture:
Measure workforce satisfaction, turnover, and engagement. High turnover or dissatisfaction can indicate cultural problems.

Change Management for Culture:
Managing cultural change is essential, especially during mergers and acquisitions, where cultural differences can be stark.
Cultural integration and the challenges it brings need to be carefully managed.

Sensing and Reconsidering Culture:
Continuously reassess cultural changes, using leadership communication, employee surveys, and other tools to monitor cultural
shifts.



Part 2 : L4
stakeholder

Importance of Stakeholders:

e Stakeholders are crucial to the success of an organization. If you don’t satisfy
your boss, for example, you may not receive a bonus. Similarly, senior
management must understand the board's requirements and the needs of
various stakeholders.

Stakeholder Interaction:

e In Level 4 (L4) stakeholder management, the focus is on interacting with
stakeholders to understand their expectations, requirements, and
perspectives, which influence the organization.

Identifying Stakeholders:

e [dentify all stakeholders, including those who have power over your
organization, such as regulatory bodies and government agencies (e.g.,
Environmental Protection Agency). Failing to identify stakeholders means
failing to address their needs and potential risks.

Prioritizing Stakeholder Needs:

e Prioritize the needs of stakeholders based on their interests and the power
they wield. You can't attend to everyone, so focus on those with the most
influence.

Developing Relationships:

e Build relationships with key stakeholders and work to satisfy them. This
includes clients, regulators, and internal management teams (e.g., internal
audit committee).




Assigning Stakeholder Responsibility:
Assign responsibility for stakeholder management to individuals within the organization. Use
frameworks like GRC, ISO, or delegation of authority matrices to document stakeholders and
their respective roles.

Sensing Stakeholder Changes:

Monitor changes in stakeholder needs and requirements, ensuring that you are aware of
shifts in their expectations. Implement trigger mechanisms to identify and address changes
(e.g., a private equity acquisition).

Review Procedures — Obstacles and Risks:
Challenges in Stakeholder Identification: Inexperienced staff may fail to identify all relevant

stakeholders, leading to potential risks. Examples include not recognizing the power of local
government bodies or other regulatory authorities.

Barriers to Relationship Development: Issues like poor communication or the distance
between key functions (e.g., GRC and board members) can hinder effective stakeholder
relationships.

Complexity in Assigning Accountability: Clearly defining who has authority over what can be
challenging, especially when dealing with large, complex organizations.

Stakeholder Power Shifts: The influence of stakeholders can change over time, requiring
regular reassessment and adaptation.



e Control Objectives:

|dentify Stakeholders and Understand Their Needs: Use tools like stakeholder analysis and
interviews to gather insights about the stakeholders.

Prioritize Stakeholder Needs: Focus on stakeholders with significant interest and power. This
ensures that you meet the expectations of those who can impact the organization.

Develop and Influence Relationships Strategically: Recognize the power and interests of
senior management and key stakeholders, such as regulators. Their influence can
significantly affect the organization.

Assign Responsibility for Stakeholder Management: Use organizational charts, RACI matrices,
or stakeholder analyses to assign roles and responsibilities for stakeholder engagement.

Sensing Stakeholders: Implement feedback mechanisms like surveys to gather ongoing
feedback on stakeholder satisfaction and concerns.

Reconsider Chanﬁes: Be vigilant about changes in stakeholder requirements and use event
triggers to stay ahead of any shifts in stakeholder influence or needs.



Al : Direction :

e Align Component Overview:

Focuses on defining the direction, objectives, and approach to address opportunities, obstacles, and obligations.

Comprises five elements: direction, objectives, risk and obstacle identification, analysis, and design.

e Direction Setting:
Directs the organization by ensuring a clear mission, vision, values, and guidelines to guide overall practices.

Establishes proper direction-setting criteria:

o Internal and external context
o Organizational culture
o  Stakeholders' influence
The organization’s mission, vision, and values should be formalized through statements to define its purpose and goals.

o Stakeholder Consideration:
Understand stakeholders' influence on the direction of the organization.

Explore goals and strategies within a goal-setting context without fully implementing them yet.

. Validate the organization's direction with key stakeholders and reconsider when necessary.



Challenges and Risks:

Establishing Clear Direction:

Defining clear criteria, mission, vision, and values can be challenging.

Lack of cohesive decision-making can cause confusion when different stakeholders have conflicting directions.
A well-defined and consistent mission is critical to guide the organization.

Complexities in Stakeholder Prioritization:
Balancing different stakeholder interests (e.g., customers vs. shareholders) is difficult but necessary.
Communication of the chosen direction to stakeholders is essential to ensure alignment.

Changing Direction:
Market changes or unexpected events may necessitate a reevaluation of the organization’s direction (e.g., Kodak’s shift due to digital photography).

- Control Objectives:
Defining Organizational Direction:
Use a strategic plan to define where the organization aims to be in the future and the steps to get there.

Defining Mission, Vision, and Values:
Ensure these are clear and formally articulated, as they guide decision-making and priority setting.

Stakeholder Selection and Prioritization:
Conduct stakeholder analysis and use customer surveys to align the organization's direction with stakeholder needs.

Aligning Goals and Strategies:
Ensure goals and strategies are in harmony with the mission, vision, and stakeholder needs.
Link goals and strategies to the organizational direction at all levels.

Validation of Direction:
Use communication and negotiation to ensure all stakeholders are aligned with the chosen direction.
Validate direction periodically and adjust based on new information or events.



Objective Setting Criteria:

* Objectives should be legal, ethical, and aligned with the organization's
purpose.

e Criteria should be defined to guide the selection of objectives,
ensuring they meet stakeholder needs.

Exploring Objectives:
e Start by brainstorming possible objectives, both at the organizational
and departmental levels.
e Note down all possible objectives to create a comprehensive list.

e Select the best objectives based on alignment with organizational
direction and priorities.

A2 ObIeCtlveS Defining Indicators and Results:

e Set clear criteria and indicators for each objective to track success.
e Without these, it will be difficult to measure achievement.

Assigning Objectives:

e Assign responsibilities for objectives to individuals or departments to
ensure they are met.

Validation of Objectives:

* Validate objectives with key stakeholders, such as the board of
directors, senior management, or relevant committees.

Reconsidering Objectives:

* Reevaluate objectives when there are internal or external changes
affecting the organization.



Review Procedures:
Objective Risks:
Conflicts between stakeholders on what should be prioritized (e.qg., risk aversion vs. challenging market opportunities).
Difficulty in exploring and linking objectives across different units.
Misalignment between objectives and available skills/resources.

Challenges in Objective Setting:

Disagreements on priorities, especially when short-term goals conflict with long-term organizational goals.

Problems in establishing measurable and relevant indicators (e.g., SMART criteria: Specific, Measurable, Achievable, Risk-based,
and Time-based indicators).

Communication Issues:
Miscommunication across the organization can hinder the achievement of objectives (e.g., departments focusing on financial
results rather than market share).

@) > .Reevaluation of Objectives:
Py bjectives should be reviewed regularly to reflect changes in internal and external contexts, including stakeholder needs and
" rganizational culture.

Control Objectives:

Defining Objective Setting Criteria:

Use organizational strategic plans and objective-setting criteria to guide decisions.

Exploring Objectives for Alignment:

Ensure alignment between objectives and inter-unit collaboration.

Recognize when different departments need to cooperate to achieve objectives (e.g., resolving delays caused by poor inter-
departmental coordination).

Selecting Objectives Based on Defined Criteria:

Prioritize objectives and align them with organizational goals.

Defining Indicators and Results:

Establish a comprehensive framework of key performance indicators (KPIs), key risk indicators (KRIs), and key compliance
indicators (KCIs).

Ensure the framework is comprehensive but not overloaded with indicators, so the right information reaches relevant stakeholders.
Assigning Objectives:

Ensure objectives are assigned to responsible parties and kept updated to reflect practical objectives.



A3 identification :

Identify Opportunities, Obstacles, and
Obligations:

e Understand how opportunities, obstacles,
and obligations impact your objectives.

e Recognize potential events that could
affect your goals and identify them as
opportunities, obstacles, or obligations.

Define Identification Criteria:

e Set criteria to determine what
qualifies as an opportunity,
obstacle, or obligation.

e Review your current
identification process and assess
whether changes are needed.

Identify Opportunities:

e Understand which parts of the organization are
best suited for identifying opportunities (e.g.,
marketing, sales, or even the Chief Information
Security Officer).

» Recognize that identifying opportunities is essential
across all departments, not just sales or marketing.

Identify Obstacles and Risks:

e Understand the obstacles and
risks that could hinder progress
toward your objectives.

* Focus on identifying these
challenges to ensure they are
properly managed.

Identify Obligations and Compliance:

e Ensure compliance with external obligations,
internal policies, procedures, and stakeholder
requirements.

Understand Interrelatedness and Trends:
¢ Recognize how opportunities, obstacles, and obligations
are linked and influence each other.

e Stay alert to emerging risks and opportunities, preparing
to act on or mitigate them.




¢ Validate

identified
opportunities,
obstacles, and
obligations by
consulting with
stakeholders and
conducting
research.

Use tools such as
risk registers,
interviews, and
guestionnaires to
ensure thorough
identification.

¢ Prioritize the

opportunities,
obstacles, and
obligations that
require further
analysis based on
their potential
impact.

Reassess
objectives when
circumstances
change and
reconsider
identification
criteria as
needed.

e Recognize the
challenges in
defining clear
and effective
identification
criteria.

e Ensure that the
entire
organization is
engaged in
identifying risks
and
opportunities
and
documenting
them properly.

¢ Define

identification
criteria that align
with
organizational
goals and risk
appetite.

Review strategic
plans,
compliance
policies, and
documents such
as the risk
management
policy and
compliance gap
analysis.

e Use tools such as

SWOT analysis to
identify
opportunities,
risk assessments,
risk matrices,
and business
impact
assessments to
assess obstacles
and risks.

Identify
obligations and
compliance
strategies from
compliance
registers,
policies, and
procedures.

e Use sensitivity
analysis to
understand how
changes in
certain variables
(e.g., interest
rates) affect
organizational
outcomes and
decision-making.

e Consider
multiple
scenarios and
factors
simultaneously
when assessing
opportunities
and risks.



Interrelatedness of Opportunities, Obstacles, and

Obligations:

e Understand how these factors interact with each other and
affect overall goals.

e Prioritize them for deeper analysis and action.

Modify Objectives Based on Analysis:

* Adjust objectives when new opportunities, risks, or compliance
obligations arise.

¢ If new risks outweigh opportunities, reassess the direction or
change goals accordingly.

Ongoing Review:

e Continuously review and update your objectives, risks,
obligations, and strategies based on evolving circumstances.

e Ensure regular assessments and adapt to new insights and
developments.



Purpose of Four Analysis:

A4 An aIySIS : * Review previously identified opportunities, obstacles, and obligations.

¢ Understand the risks, rewards, and compliance obligations that emerge
from the analysis.

- Define Criteria for Analysis:

e Establish appropriate criteria to analyze risks.

e Learn advanced risk analysis techniques (e.g., through Integrated Risk
Management Professional (IRMP) certification or Integrated Audit and
Assurance Professional).

- Analyze Risks and Compliance Obligations:

¢ Evaluate how well risks are being assessed.
¢ Analyze the adequacy of compliance obligations.

- Validate Analysis:

¢ Ensure the accuracy of your analysis through validation.

- Addressing Identified Risks:

¢ Focus on actions needed to manage the risks you’ve identified and
analyzed.

- Complexity of the Process:

* Proper risk analysis requires the right techniques, which may not be
available if you lack the necessary expertise or certifications.

* Documenting and prioritizing risks are essential to avoid missing key
lessons.




Control Objectives:

¢ Define Analysis Criteria:
Understand how to review
opportunities and obligations
effectively using appropriate
criteria.

e Consistency in Risk Language:
Ensure consistent use of risk

- Assess Residual Risks:

e Focus on residual risks (the risks
remaining after applying controls)
rather than inherent risks during the
risk assessment phase.

- Risk and Reward Analysis:

¢ Evaluate risks based on their
sources, likelihood, and
consequences.

e Determine how different criteria can
affect the importance of risks (e.g.,
tardiness as a risk can be analyzed
by measuring days of delay).

- Compliance Obligations:

* Analyze compliance obligations by
reviewing compliance gap analysis
and identifying significant gaps.

e Evaluate residual risks in the
context of compliance through
control assessments.

- Communication of Risk

Analysis:

® Ensure proper communication of
risk analysis across the organization.

* Provide key risks and assessments
to senior management, particularly
the board of directors.




Design Options:

e After evaluating risks, select the right
design options to address them.

e Reconsider the analysis if specific
events or timelines require updates.

- Importance of Regular

Updates:

e Risk assessments should be updated
regularly to reflect changes in the
environment, risks, opportunities, or
obligations.



Design Phase Overview:

¢ The design phase focuses on developing an integrated plan to achieve
objectives while managing risk, rewards, and compliance within acceptable
levels.

Criteria for the Plan:

e Define criteria for the plan, including various options for handling risks and
opportunities, such as:

e Avoid
= - e Accept
A5-DeS|gn e Share
e Control

Risk, Opportunity, and Compliance Responses:

¢ Assess and respond to risks, opportunities, and compliance obligations,
making decisions based on these responses, and documenting them in a
plan.

Management Actions and Controls:

¢ Design proactive, detective, and responsive controls to manage risks and
ensure compliance while achieving opportunities within acceptable
boundaries.

e Establish governance and assurance mechanisms to oversee the execution
of the plan.



Cost-Benefit Evaluation:

e Evaluate the costs and benefits of various design options, considering that even
compliance decisions involve balancing risks and benefits due to limited resources.

Resource Allocation:

e Allocate actions and controls to individuals or departments with the right
responsibilities and resources to manage risks and seize opportunities.

Indicators for Progress:

e Identify appropriate indicators to monitor the effectiveness of the designed plan.

Validation of Design:

e Validate the design with key stakeholders, ensuring it is aligned with the objectives
and meets organizational needs.

Integrated Plan Development:

e Develop an integrated plan that addresses all key elements, ensuring that it is
documented clearly and communicated to the necessary stakeholders.

Challenges in Design:

e Aligning objectives across all levels of the organization can be challenging,
especially when there are conflicts of interest or differing priorities between
senior management and middle managers.



Role of Control Functions (e.g., GRC):

¢ Control functions, like GRC professionals, focus on ensuring their area of the
organization is well-controlled and aligned with overall objectives.

Control Objectives in Design:

¢ Define appropriate criteria for risk, rewards, and compliance levels using documents
like a risk appetite statement or strategic documents.

¢ Explore different design options, including risk responses and business impact
assessments.

Governance and Assurance Design:

¢ Design governance actions using frameworks like governance policies, internal audit
plans, and risk management plans.

¢ Create assurance actions and controls for priority areas, such as quality control or
internal audits, to ensure compliance and effectiveness.

Cost and Resource Allocation:

¢ Evaluate the cost-benefit of each design option, choosing the most feasible one within
available resources.

¢ Allocate resources to ensure that all necessary actions and controls are in place to
meet objectives.

Key Performance Indicators (KPIs):

» Refine KPIs, Key Risk Indicators (KRIs), and Key Compliance Indicators (KCls) to ensure
they effectively track progress toward objectives.

Stakeholder Validation:

e Validate the design by engaging with stakeholders across the organization to ensure
alignment and proper implementation.

Review and Adjust the Plan:

* Reconsider the plan if circumstances change, ensuring that it remains aligned with
evolving risks, opportunities, and compliance obligations.



The Perform component includes eight parts, addressing
opportunities, obstacles, and obligations through proactive,
detective, and responsive actions and controls.

P1 controls focus on ensuring proper internal controls,
policies, communication, education, incentives, notifications,
and inquiry processes to manage events effectively.

¢ P1 controls:

P 1 = CO n t ro I S e Ensure proper internal controls.

= e Establish appropriate policies (P2).
¢ Ensure communication of these policies (P3).
e Provide training and education to staff (P4).
e Create incentives (P5).
¢ Develop notification systems for employees (P6).
e Set up inquiry processes (P7).

* Create a response process for incidents, actions, and events
(P8).

Action and controls are designed to:

¢ Encourage favorable events.
* Prevent unfavorable events.
¢ Perform actions based on events (favorable or unfavorable).



Types of action controls:

* Proactive controls: Aim to guide the organization toward desired outcomes and
prevent unfavorable ones.

» Detective controls: Identify when an event (good or bad) occurs, allowing for
corrective action.

* Responsive controls: Focus on recovering from unfavorable events and
addressing identified weaknesses.

Challenges in implementing these controls:

e Difficulty in implementation: Controls are complex and depend on the
organization’s specific circumstances.

* Resistance to extra workload: Employees may resist controls due to the time
and effort required (e.g., four-eye principle reviews).

¢ Challenges in detecting events: Recognizing both favorable and unfavorable
events and knowing the appropriate response can be difficult.

¢ Enforcing discipline: Ensuring actions and controls are followed and
recognizing when positive behaviors should be encouraged while negative ones
should be deterred.

Control objectives include:

e Establishing proactive actions and controls:

e Policies and procedures, communication, training, and education push
people toward desired outcomes.

¢ Implementing detective actions and controls:

e Exception reports, continuous monitoring, verifications, and quality control
to identify issues or verify success.

e Establishing responsive actions and controls:

e Examples include business continuity plans and disaster recovery plans to
recover from adverse events and maintain operations.



Implement Clear Policies and Procedures:

e Address opportunities, obstacles, and obligations.
e Set clear expectations of conduct for key internal stakeholders.

- Policy Framework:

* Create a framework for policies (called the "policy framework").
e Policies act as guiding principles for the organization.

P 3 ] P I - - e Policies typically come from senior management or the board of
. O I C I eS directors, and are meant to guide decision-making.

® Procedures are more practical and outline direct steps toward
achieving goals.

- Code of Conduct:

e A crucial policy for the organization, setting expectations for conduct
internally and sometimes externally.

¢ Should be aligned with the organization's values and standards.

- Steps for Developing Policies and Procedures (P2):

e Policies and procedures should be developed once the organization
matures and needs consistency.



Risks and Obstacles:

e Developing policies and procedures can be difficult and may seem secondary
to other more immediate opportunities or risks.

e Necessary for mature organizations or those implementing GRC capabilities or
ISO standards.

e Establishing a policy framework requires high-level support from senior
management and the board.

e |t is challenging to maintain consistency across departments.

e There are difficulties in creating a structure where policies are comparable and
updated across the organization.

- Control Objectives:

e Develop Code of Conduct: Ensure the code aligns with the organization's
values. Benchmark it against best practices and engage stakeholders to
improve it.

e Establish Policy Framework: Utilize methodologies like OCEG's Policy
Management Pro to ensure proper creation, enforcement, and consistency of
policies across the organization.

e Develop Policies for Key Risk Areas: Formalize policies for key risks, especially
those that are strategic and ongoing. Ensure key risks have adequate policy
coverage.

e Manage Policies: Ensure policies are effective and relevant to operations.
Ensure policies are communicated properly and are usable by the organization.

e Champion Policies: Leadership must support and communicate policies
effectively to ensure their adoption across the organization.




P3 : Communication

Communication of
Key Messages:

Communication
Tools:

Stakeholder
Reporting:

Internal Reporting:

Informal
Communication:

Review Procedures
and Risks:

eCommunicate about opportunities, obstacles, and obligations
within the organization.

eSome organizations lack proper communication frameworks,
such as intranet systems or centralized policy storage.

eEstablishing a clear communication structure is essential for
distributing messages to all employees effectively.

eUse a variety of tools such as emails, intranet, messaging boards,
and in-person communication.

eDifferent communication methods should be employed based
on the situation and message being communicated.

eDevelop reporting structures to inform key stakeholders (e.g.,
public, board of directors, internal staff).

eStakeholders may include the public, employees, and others who
have an interest in organizational updates such as product
changes, environmental impact, mergers, etc.

eEnsure proper internal reporting mechanisms (e.g., dashboards,
reports, PowerPoints, PDFs).

eInternal reporting generally flows from bottom to top, but
communication should also flow top-down.

eInformal communication, such as casual conversations, can be
effective in informing employees about organizational matters.

eInformal communication can sometimes convey messages better
than formal channels, especially for more casual aspects of the
organization.

ePotential misalignment between the organization’s
communication strategy and actual messaging.

eMiscommunication could lead to employees not understanding
the organization's security measures, for example.

eBalancing the right amount of information to avoid
overwhelming employees is crucial.



Risks with Informal Communication:

¢ Informal channels can be less controlled and less reliable for communicating to a large audience.
e Messages may not be consistent or well-documented, which can lead to confusion or misinformation.

Control Objectives:

e Establish a communication framework and analyze how messages on risks and obligations are
communicated.

Effective Methods of Communication

* Review how policies and procedures are communicated across the organization.

e Ensure proper stakeholder reporting in areas such as risk management, compliance, and regulatory
updates.

e Ensure effective communication both upwards (from employees to management) and downwards
(from management to employees).

Governance and Management Communication:

» Design reporting systems that ensure key personnel can be quickly informed in case of critical issues
(similar to business continuity planning).

® Ensure key employees are reachable and can be contacted quickly in urgent situations.

| Leverage Informal Channels:

e Sometimes informal communication channels work better, particularly for more sensitive or nuanced
messages.

* For example, providing an early informal warning about performance issues can allow for better

Fa(e.to.h(e Nonverbal preparation before formalizing the message.
O e

Use of Different Communication Channels:

¢ Consider a variety of communication channels to deliver messages effectively across different
situations.



P4 : Education

Well-Educated Workforce:

¢ A well-educated workforce is crucial for effectiveness.

¢ For Education focuses on training and educating governance levels,
management, employees, and external stakeholders (suppliers, clients).

* The goal is to educate about expected conduct, enhance skills, and
motivate individuals to address opportunities, threats, and organizational
requirements.

Education Planning:

e Start with an education plan, often managed by HR, but it should extend
beyond compliance to cover broader areas.

¢ |dentify who needs to know what across the organization.
e Example topics: Anti-money laundering, cybersecurity training.

¢ Create a curriculum plan that covers specific training needs for various
roles (e.g., accountants).

e Consider both internal and external training content sources.

Content Acquisition and Implementation:

* Develop or acquire relevant content, e.g., from organizations like OCEG for
training resources.

¢ Implementing education can be challenging, requiring proper trainers and
resources.

e Delivery methods may include online training or other formats.

* On-the-job training, feedback from managers, and informal education play
crucial roles in effective learning.



Obstacles and Risks:

Control Objectives:

Budget Allocation:

Implementing Education:

On-the-Job and Integrated
Support:

eCreating a comprehensive training framework is difficult, especially when considering diverse areas of knowledge across
departments (HR, compliance, etc.).

eAligning content with learning objectives is essential but challenging.
*The workforce’s diversity and operating in different countries add complexity.

eDefine an awareness and education plan that covers all organizational levels, including critical areas like anti-money
laundering and cybersecurity.

eEnsure continuous training for all employees, emphasizing that no employee should be without proper training.
eConduct assessments to identify the training needs of employees and allocate appropriate resources.

¢ Allocate sufficient budgets for education and training across all employees and departments.

*Avoid the scenario where only departments skilled in managing budgets receive adequate training resources, while others
might be neglected.

e Implement training programs aimed at achieving learning objectives.

* Ensure feedback mechanisms are in place to measure the effectiveness of training (e.g., surveys to assess if
training opportunities were utilized).

e Establish helpline systems to offer ongoing support or answer questions related to training needs.

¢ Support employees through integrated, on-the-job training and continuous feedback from managers.

e Evidence of training effectiveness can be challenging to measure, but employee surveys, particularly
confidential ones, can provide insights.



Address Opportunities:

e Implement proper incentives, such as bonuses or
variable pay, to encourage sales staff to achieve more
sales.

e Offer rewards for managers who improve profitability
in their sections of the organization.

_ _ Address Obstacles:
P5 . INCE ntlves e Focus incentives on appropriate risk-taking while

avoiding reckless behavior.

e Incentives should align with the organization's risk
appetite, ensuring risk-taking stays within acceptable
limits.

Address Obligations:

e Introduce compliance-related incentives to encourage
ethical behavior and compliance.

e Penalize non-compliant or unethical actions while
rewarding ethical conduct.



Practices
Define Desired Conduct:
o Clearly establish what constitutes desired conduct, so incentives can be set accordingly.
o Promote behavior rather than outcomes, focusing on actions rather than just results.
Develop Compensation Programs:
o Implement compensation, reward, and recognition programs that encourage proper risk-taking, seizing opportunities, and compliance.
o Design programs to reward actions that align with organizational goals, rather than just economic conditions.
Review Procedures and Obstacles
Challenges:
o  Difficult to understand what truly motivates employees.
o Risk of unintended consequences, such as incentivizing unethical sales practices.
Control Objectives:
o Define desired conduct through policies and procedures or the code of conduct.
o Hire and promote employees based on conduct expectations, considering factors such as deadlines, compliance, and past behavior.

o Develop compensation structures that align with positive behavior and ethical standards, and periodically review employee performance evaluations to
assess the effectiveness of incentives.



Incentive Implementation:

* The goal is to put the proper incentives in place for various objectives:
¢ Opportunities: Encourage sales staff to increase sales through bonuses or variable pay.
¢ Performance: Managers should be rewarded for improving the profitability of their sections.

* Obstacles: Incentives should promote appropriate risk-taking within the company's risk
appetite, avoiding reckless risk-taking.

* Obligations: Create incentives for compliance and ethical behavior, while also addressing non-
compliant or unethical actions.

Defining Desired Conduct:

e Clearly define the desired behavior before setting any incentives.
® Focus on promoting behaviors, rather than solely on outcomes.

® For example, while sales may increase due to favorable market conditions, incentives should
encourage behavior, not just market-driven results.

Hiring and Promotion:

e Hiring and promotions should align with the defined conduct expectations.

e |t's essential to focus on behavior and not just the outcomes, which can be influenced by external
factors like market conditions.

Compensation, Reward, and Recognition Programs:

* Develop and implement programs that encourage effective risk-taking, seizing opportunities, and
ensuring compliance and ethical behavior.

Obstacles in Incentive Programs:

e Understanding what truly motivates people can be challenging.

e There is a risk of unintended consequences, such as incentivizing unethical sales practices
through bonuses.



Control Objectives:

* Define Desired Conduct: Ensure conduct is aligned with policies and procedures, as
outlined in the code of conduct.

* Reward compliant behavior and reinforce the desired conduct.

* Encourage behaviors such as meeting deadlines as part of performance evaluations.
¢ Hiring and Promotion Based on Conduct:

e Ensure job descriptions, hiring practices, and HR interviews focus on the conduct
expectations.

e Employee background checks can help assess past behavior and its potential
influence on future performance.

¢ Employee Performance Reviews:

* Review employee performance regularly to ensure the right incentives are in place
and aligned with organizational goals.

Reviewing Compensation Structures:

® Assess compensation, reward, and recognition programs regularly to ensure they drive
positive behavior.

e Consider unintended consequences that could arise from these incentive structures.



This is the process of gathering information from people and systems about

P7 - I n g u i r: [ organizational progress, objectives, and events (both positive and unfavorable).

Key Objectives:

e Discover positive performance and compliance successes.

e |[dentify negative aspects such as risks, residual risks, performance issues, compliance
incidents, and violations.

Methods of Information Collection:

e Use multiple pathways, such as internal audits and assessments, to discover issues like
emerging threats, non-compliance, or low performance.

e Implement surveys, requests for information, observations, and conversations to gather
insights from people and systems.

Data Analysis:

* Analyze the collected data to identify important information.

* Develop mechanisms to prioritize and route findings to relevant individuals, such as board
members, senior or middle management.

Protection of Inquiry Information:

e Safeguard sensitive compliance and legal information to prevent legal or contractual risks.
* Ensure proper handling, preservation, and confidentiality of gathered data.



Challenges and Risks: Control Objectives: SRR Ly S ELe Assessment
Information Requests: Documentation:

® Recognize that
discovering both
favorable and
unfavorable events
presents challenges.

* The process of gathering
information can be
burdensome for staff, so
assessments should be
integrated into
organizational structures
to facilitate this.

¢ Internal audit is not the
only department
responsible for
assessments; other GRC
professionals should
also contribute.

* Favorable Events:

* These are typically well
communicated, and can
be discovered through
direct inquiry.

¢ Build on positive
examples to drive
continuous
improvement.

¢ Unfavorable Events:

® These can be discovered
through internal audit,
compliance reports, and
other departmental
assessments (e.g., data
protection, quality
functions).

¢ Collect information from
a variety of internal
sources for a
comprehensive view.

e Understand the existing
survey structures and
information available in
each department.

¢ Gather insights through
informal methods like
conversations or direct
observations.

* Review assessment
working papers to
ensure proper analysis
and documentation of
findings.

Confidentiality and

Anonymity:

e Protect the information
gathered from various
sources and ensure
confidentiality and
anonymity where
necessary.



P8 Response :

Purpose of P8 (Responding to Events):

® Focuses on addressing both positive and negative events in the organization.

e Aims to uncover and address root causes.

* Involves correcting or recovering from unfavorable events or harm.

® Responds to information gathered from people and systems within the organization or external parties.

Practices for Response:

» Correct and Recover: Evaluate responses to incidents to determine their effectiveness.

* Recognize and Seize Opportunities: Ensure that opportunities are identified and acted upon.
e Implement Investigations: Conduct investigations to better understand responses to events.
» Crisis Response: Handle critical incidents swiftly with a crisis response plan.

o After Action Reviews: Conduct reviews post-incident to assess response effectiveness and areas for
improvement.

e Discipline and Retrain: If employees respond inappropriately to incidents, they may require retraining or
discipline.

e Continuous Improvement: Implement feedback and lessons learned to improve future responses and
controls.

Challenges and Obstacles:

e Difficult to determine whether a response is appropriate until after the fact.

e Evaluating responses can be subjective, as what seemed like a bad decision may have been the best option
with the available information at the time.

* Root Cause Analysis: Identifying the true cause of problems after the fact can be challenging.

Control Objectives:

e Correct and Recover from Risk Events: Use tools like Business Continuity Plans (BCP) and Disaster
Recovery Plans (DRP) for incident recovery.

* These plans should cover key risk areas and be well-communicated within the organization.
* Ensure plans are printed and easily accessible in case of technology failures.



o Recognizing Successes: Employees who excel should be recognized, and their efforts rewarded.
= Failure to reward success can result in losing top talent to competitors.

o Internal and External Investigation Guidelines: Establish guidelines for handling incidents, such as data protection breaches, and who needs to be
notified.

o Crisis Response Plans: Develop plans for managing incidents that require immediate attention (e.g., cybersecurity breaches).
o Post-Incident Analysis: Conduct post-incident reviews and root cause analysis to improve future responses.
o Employee Discipline or Retraining: If employees fail to act correctly, discipline or retraining should follow.
- Example: Employees clicking on fake phishing emails should undergo training, with increasing levels of oversight for repeated offenses.
o Disclosure to External Stakeholders: Establish procedures for reporting incidents to external parties like clients or the public.
« Ensure incident reporting and risk event registers are in place for these stakeholders.

» By following these practices, organizations can ensure effective responses to both favorable and unfavorable events, continuously improving their incident
management processes.



GRCA Exam Preparation

* The exam is included in your paid membership (AAP)

* The exam is online

* The exam is offered in English / Arabic

* There are 100 equally-marked multiple-choice questions
* The exam should be completed in 2 hours

* The passing grade is 70%

* There are 6 Free trial re-takes (yearly with AAP)

* The exam is open book.

* Results are shared immediately after taking the exam

* Wrong-answer feedback responses are not available

* Breakdown of the Exam:
* General Knowledge & Introduction : 15%
* Learn component : 20%
* Align component : 30%
* Perform component : 30%
* Review component : 5%

EXAM



Study Steps

* Review the presentation handout.

» Think about an appropriate way to mark certain
sections that you may want to refer to quickly during
the exam.

 Refer to your workshop

* Read the red book

EXAM PREPARATION

e Do not take the exam twice in a row

e Wait one day (48 hours) before retaking the exam to
improve your chances of passing the exam as it
requires 2 hours of uninterrupted focus time

e Take the exam when you are well-rested

* Make sure you sit in a well-lit and quiet place

e Check your internet speed

e Avoid internet connection and power interruptions

e Have a bottle of water on stand-by



- -_'..;'. Read the quesn@ns thoroughly

‘ Make sUre no questlon Is left unanswered as
all the questlbns arée equally marked

 Eliminate the answer choices you know are not
correct

 Eliminate all but two answer choices for the
guestions you are not sure of and select the best
answer, but mark the alternative potential.

« answer on a sheet of paper and get back to
the question towards the end - that is if you have
time
* Avoid choosing answers with the words “All,
Never, Always, Entire, Not at All, or similar
words” as they tend to be false
» Watch out for the questions that have the
word “Not” in them as you should be looking for
the False answer and not the True answer
(negative for a negative)

* The word “Consolidation” tends to be false as
GRC is about Integration - not Consolidation




GRC
Professional
Exam Prep

1. Create a Free OCEG Account:

e Go to www.oceg.org
¢ Sign-up for a Free Account.

2. Go to Certification and Click on “Learn How to Get
Certified”.

3.Click on All-Access Pass and Then on “Buy All-Access Pass
Now”.

e Access to hundreds of premium online resources;

o All preparation materials you need to get GRC certified;
e GRC Professional Certification Exam;

e All CPE credits for maintaining your GRC certifications.

4. Insert the AAP Code in the Coupons Code Section and
Share Your Billing Information. The AAP Code Will Expire in
7 Days.




e To Access the Exam:

e Go to My Courses;

e Then Go to “GRC Fundamentals &
GRCP Exam” and Press Enroll.

e Scroll to the bottom

Professional e On the left-hand side of the screen
E p under “Next steps”
Xam rep e Click on GRCP Exam.

e The Exam Has 100 Questions, and
You Have 2.5 Hours to Complete the
Exam

e The Passing Grade Is 70%.




°
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How to
Maintain

Your GRC
Certifications

e Maintain an OCEG All-Access
Pass

e Complete 8 hours of continuing

professional education (CPE)
every calendar year

e The All-Access Pass includes all
CPE credits for maintaining
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